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WORKSHOP: SAFETY ON INTERNET 

 

 

LEARNING SCENARIO 

School: 1st Primary School Čakovec, Croatia 
Duration 

(minutes): 
90 

Teacher: Ivana Ružić  
Students 

age: 
10-15 

 

Essential Question: How safe the internet is? 

 

Topics: 

 the advantages and disadvantages of the Internet 

 responsible and secure behavior in the virtual world 

 e-violence and e-dangers: how to recognize, how to handle 

Aims: 

 to increase student knowledge of Internet safety 

 to aid the student in identifying dangers on the Internet 

 to build critical-thinking and decision-making skills relating to computer usage 

 to help students protect themselves from inappropriate behavior online 

Outcomes: 

 identify five types of personal information 

 identify types of online threats 

 identify appropriate people for communication 

 identify how to protect themselves from inappropriate Internet behavior 

Workforms: 

 

 individual work 

 work in pairs 

 group work 

 frontal work 

 

Methods: 

 presentation 

 demonstration                                            

 talk                                                           

 graphic work 

 interactive exercise /simulation on the computer 
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ARTICULATION 

Courseofaction(duration, minutes) 

INTRODUCTION 

What is Internet?  

Do I use Internet? Why? 

What are the dangers in the virtual world? 

Is there anonymity in the virtual world? 

 

Show one or many videos (see in Materials). 

MAIN PART 

Topics for discussion 

 

Going on the Internet is like going out on Halloween 

Everyone’s identity is hidden. 

Unless you know your friend’s costume, you don’t know who you’re talking to. 

Any stranger can pretend to be a friend and you have no way of knowing whom they are. 

 

Appropriate websites 

Feel embarrassed or uncomfortable with what you see or do when you tell adult. 

 

Appropriate e-mail and messages 

Do not open e-mail from strangers. 

Do not open e-mail with attachments. 

Do not give out e-mail address (unless approved or to a classmate). 

Do not open links or files from people you don’t know. 

Never respond to e-mails with pornographic or other inappropriate material. 

Do not respond to advertisements - this confirms that you have a working e-mail account, and you will only 

receive more junk e-mails. 

 

Giving out information 

Do not give out personal information: 

 Name 

 Where you live, city or address 

 Telephone number 

 Birth date 

 Height 

 Weight 

 Photo 

 Parent’s name 

 School 

 

Information you can give out: 

 Likes and dislikes 

 

Be careful of online names; don’t give personal information in name. 

            Sunygrl14 

            Sweetie15 

            Goldguy17 
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Be careful in joining mailing lists, some may make your personal information public. 

Newsgroups, Forums, and Bulletin Boards: remember not to slip and say anything that can reveal your 

identity age (little pieces of info can be put together over time). 

Profiles: Be sure they do not reveal your town, name, school,… 

Website: If you build a website do not put any specific information on it. Do not register it with your name. 

 

Meeting people on the Internet 

If someone asks to meet you, tell an adult immediately. 

Chat rooms are particularly dangerous - people you meet in chat rooms can easily be adult "predators" with 

misleading names such as ‘TomMy15’ or ‘cutiepie08’. 
Never arrange a face-to-face meeting with someone you meet online. 

(You have no way of really knowing if that person is a 15 year old boy or a 50 year old man.) 

 

Passwords 

Your personal password is your own special identity, so keep it secret and only share it with a parent or 

guardian. Change it often. 

 

Summary  

Talk with adults about what you are doing on the Internet and have an agreement with your parents. 

 

Scenarios for discussion 

 

Maria has been talking online to a girl named Sussy for a few days now. Maria has told Sussy where she lives, 

how old she is, where she goes to school, and what she looks like. Maria asks Sussy what school she goes to. Is 

it okay for Sussy to tell her? 

(What else shouldn’t Sussy tell Maria?) 

 

Mugur is talking to his friend Lorenzo from school online, studying for a test. They are working on their 

homework together. Mugur says they should meet before class to review for the test. Is this okay? 

(Should he also ask a parent just to make sure?) 

 

Irene is talking to a friend online when she gets a message saying there is trouble with her computer and she 

needs to type in her online password again. Should she do it? 

(What should she do?) 

 

Margo is talking to a friend he met on the Internet. The friend offers to help him finish his homework and asks 

for Margo’s phone number. Is it okay for Margo to give it to him, since it has to do with homework? 

(What should he do?) 

 

Tiziana has been talking to Lia online for several months. Lia says she is the same age as Tiziana, and lives 

nearby. Lia wants to meet Tiziana in the mall to go shopping. Should Tiziana go meet her? 

(What should she do?) 

 

Irene got an e-mail from someone she doesn’t know, with a file attached. Should she open it? 

(What should he do?) 

 

Vassilis gets an online message from a woman who says her name is Mrs. Gomez, and that she is a math 

teacher. Mrs. Gomez wants to know what school Vassilis goes to and what his teacher’s name is. Should 

Vassilis tell her? 

(What should he do?) 

 

Stjepan is online when he gets a message saying he won a free Xbox! He just needs to send in his address and 

phone number so it can be mailed to him. Should he give the information? 

(What should he do?) 
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Students open online tool Canva and make posters with advices about safe and responsible use of Internet. 

 

CONCLUSION 

Students present their works, discuss. 

Peer evaluation. 

 

Quiz 

 

1. Which screen name is best to have?? 

a. Cheergirl9393 

b. ChrisP1990 

c. SandySmith999 

d. Horseluvr01 

e. TPHSCheergrl   

 

2. While surfing the Internet, you get an error message from your Internet provider, and it says it will delete 

your account unless you type in your password again, should you send the information?   

a. Yes. 

b. No.   

 

3. If someone online tells you they are a sophomore in high school, and taking driver's education classes, they 

are probably how old?   

a. 15 

b. 16 

c. 35 

d. There's no way to tell! 

 

4. If you have been talking on the Internet to a person for a long time, and they want to meet, which is okay 

to do?   

a. Meet them, as long as you bring a friend. 

b. Meet in a public place. 

c. Tell someone where you will be before you go. 

d. Ask your parent or guardian first and have them go with you.    

 

5. If someone online sends you a message that is insulting or obscene, you should:   

a. Erase them from your friends list. 

b. Delete the message. 

c. Insult them back 

d. Tell a responsible adult 

 

6. You are talking to someone online, and they know some of the same people you know. Since they have 

many of the same friends as you, is it ok to give them your phone number if they ask?   

a. Yes 

b. No    

 

7. It is okay to send someone online your picture when:   

a. They send you theirs first 

b. You send them an old picture 

c. As long as you don't send them your address too 

d. Only if a parent or guardian is with you and says it is okay 

 

8. You can tell someone a little bit of information about yourself such as 

a. Favorite Rock group 

b. Year of graduation 
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c. Favorite beach 

d. Teacher's name 

e. School mascot 

 

1.  d     2.  b     3. d     4.  d    5.  d     6.  d    7.   d   8.  a 

 

 

Methods Work forms 

presentation                                            interview 

talk                                                          demonstration 

work on the text                                      role playing 

graphic work 

interactive exercise /simulation on the computer 

individual work 

workinpairs 

groupwork 

frontalwork 

 

 

Material/means: 

 www.canva.com 

 https://www.youtube.com/watch?v=GJy6-vZ4yxM 

 https://www.youtube.com/watch?v=5JdM95WQKys 

 https://www.youtube.com/watch?v=X9Htg8V3eik 

 

 

Literature 

 

 https://thebestvpn.com/protect-kids-online/ 

 https://www.kaspersky.com/resource-center/preemptive-safety/kids-online-safety 

 https://safety.lovetoknow.com/Kids_Safety_on_the_Internet 

 https://www.wired.com/story/abcs-of-keeping-kids-safe-online/ 

 

 

PERSONAL OBSERVATIONS, COMMENTS AND NOTES 
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